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NEXT GENERATION AUDITING

Does the constantly evolving business 
landscape mean the time has come 

to embrace new auditing techniques? 
Ian Rosam CQP MCQI takes a closer 
look at how auditors must adapt to 

meet new challenges
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Figure 3, on page 26, shows the audit 
of a people management process, where 
the evidence has been reported against 
a set of performance drivers.

The results are measured against 
agreed drivers of performance or 
critical success factors by which the 
performance of a management 
system, process or subject is managed. 
Identifying and managing these factors 
is essential for optimising business 
performance, delivering results, and for 
continuous improvement. 

Using a risk model based on a scale 
from 0-100, high scores indicate 
a stronger alignment of people’s 
behaviour and level of engagement 
towards delivering levels of desired 
outcomes, compliance and results. Low 
scores indicate higher levels of risk where 
people’s behaviour is not fully aligned 
and people are not fully engaged. 

The same evidence can then be used 
to show results against the clauses 
of standards, in this case the relevant 
clauses of ISO 9001, ISO 45001 and ISO 
14001, in a simple table as shown in 
Figure 4, on page 26.

The evidence facilitates the 
identifi cation of emerging risks, 
highlighting areas where potential issues 
may arise. It is crucial to emphasise 
that while a problem may be identifi ed 
in a specifi c area, its root cause could 
originate from issues elsewhere in 
the business. 

The experiences of participation 
groups are infl uenced by the nature 
of their job roles and their impact 
on overall business e� ectiveness and 
e�  ciency. Consequently, recognising 
any disparities between these 
groups unveils a disconnect between 
participating groups, heightening the 
risk to alignment, engagement and, 
subsequently, business results. Examples 
are shown in Figures 5 and 6 on page 27.

Following the assessment, the auditor 
can analyse the gathered information to 
generate audit results, highlighting 

publication The Management of 
Innovation, by T Burns and G M Stalker.

Organisations are open systems that 
need to adapt and change to survive. It is 
not surprising, therefore, that Annex SL, 
which underpins all management system 
standards, is based on an open system.

In reality, however, management 
systems are a combination of the two. 
Any management system or process sits 
somewhere between the two ends of 
the same range, based upon its purpose 
and scope (Figure 2).

Traditional auditing techniques 
prove e� ective in mechanistic or 
closed environments, characterised 
by well-documented predetermined 
requirements. In such settings, an audit 
plan is devised, questions are posed 
during interviews, and tangible evidence 
is sought to evaluate compliance with 
specifi ed requirements. The overarching 
goal is to minimise variation, ensuring 
a consistent delivery of products and 

The business landscape 
is constantly evolving 
and is currently 
marked by a 
heightened emphasis 
on compliance, 
environment, social 

and governance (ESG) considerations, 
sustainability, and climate change goals. 
All of these factors – and more – must 
surely prompt a re-evaluation of existing 
audit methodologies. 

The intricate interplay of the factors, 
across multi-level and multi-dimensional 
supply chains, raises concerns about the 
adequacy of current audit techniques. 
How can auditors continue to provide 
management with crucial insights into 
emerging and active risks a� ecting 
business performance and compliance?

Stakeholders, including customers, 
now demand that organisations not only 
demonstrate compliance but also the 
e�  cacy of their management systems 
and processes within supply chains.

In the hospitality sector, an audit 
of more than 100 organisations 
revealed alarming lapses, with only 
one organisation passing fi rst time 
and, of the others, more than 70% 
failing on product labelling, lacking 
modern compliance policies, and falling 
short on hygiene and product quality. 
Third-party audits, relied upon by Tier 1 
suppliers, proved insu�  cient, leading to 
a cascading absorption of supply chain 
risks. This not only jeopardised product 
liability insurance arrangements, 
but also escalated compliance costs, 
emphasising the need for a more robust 
and forward-looking audit paradigm.

So why is auditing struggling? Well, to 
begin, let’s consider the concept of a 
management system or process and 
what is to be audited. 

Essentially, there are two 
fundamental types: a closed system 
and an open system (Figure 1). The key 
distinction lies in the adaptability to the 
surrounding environment – an open 
system adjusts to its surroundings, while 
a closed system remains unresponsive.  

An alternative perspective on a 
management system is viewing it as 
either a dynamic, organic system that 
constantly evolves, or a mechanistic 
system that is typically predetermined 
in advance, as described in the 1961 

To achieve this, the auditor does not 
assess the person performing the job 
but rather the individuals impacted 
or a� ected by the outcome of their 
behaviour. This approach is experiential: 
it focuses not on what individuals do but 
on what they are experiencing and how 
that experience infl uences their actions, 
such as the level of risk or human 
interaction involved. 

Given the vast number of human 
interactions, it becomes impractical 
for auditors to consistently collect, 
collate and analyse evidence against 
requirements manually. Using a system 
for this purpose proves more e�  cient. 
While it does not extend the audit time, 
it signifi cantly enhances the value of the 
evidence acquired.

Integrating an online behavioural 
assessment that involves many people 
in a confi dential environment into 
an existing audit process addresses 
the objective evidence gap. This 
emphasises the importance of 
combining mechanistic and organic 
audit techniques. This blend becomes 
crucial to ensure that the scope is 
comprehensively covered. 

• Not adapti ve to the environment
• ‘A’ always leads to ‘B’
• Predetermined
• SPC, Sigma
• Focus on reducing/managing variati on

• Adapti ve to the environment
•  Ever-changing, conti nuous 

improvement
• Focus on managing variety

Increases the risk to:
• Fully understanding compliance
•  Fully understanding business 

eff ecti veness.

services that satisfi es key stakeholders.
Challenges arise when the audit scope 

extends and becomes more organic in 
nature, encompassing entire systems or 
specifi c processes within those systems. 
In such cases, the evidence required 
becomes behavioural, lacking tangible 
documentation. The audit shifts towards 
measuring patterns of behaviour 
and organisational culture, aiming to 
understand the team’s capacity for 
delivering business e� ectiveness and 
compliance simultaneously. 

Auditors then face the hurdle of 
needing a signifi cantly greater amount 
of evidence, making traditional audit 
techniques less e� ective and prone to 
breakdowns. The scope of any audit 
covers both mechanistic and organic 
system characteristics depending upon 
its purpose. Therefore, focusing only 
on mechanistic auditing exposes an 
objective evidence gap. This increases 
the risk to the value and accuracy of the 
audit, as follows:

Close the objective evidence gap
In a behavioural audit, where objective 
evidence is intangible, auditors must 
capture evidence that illuminates 
how behaviour directly infl uences risk, 
compliance, and business performance. 
Gaining insight into business operations 
that facilitates proactive and well-
informed decision-making ultimately 
fosters overall business improvement. 
This e� ectively addresses the gap in 
objective evidence and reduces the risk 
to fully understanding compliance and 
business e� ectiveness.

“While a problem 
may be identifi ed in 
a specifi c area, its 
root cause could 
originate from 
issues elsewhere in 
the business”
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system adjusts to its surroundings, while 
a closed system remains unresponsive.  

An alternative perspective on a 
management system is viewing it as 
either a dynamic, organic system that 
constantly evolves, or a mechanistic 
system that is typically predetermined 
in advance, as described in the 1961 

Mechanisti c management system Organic management system

Closed system/non-adapti ve Open system/adapti ve

Focused on outputs Focused on outcomes/results

Mental constructs, predetermined Mental constructs are not reality: reality 
cannot be predetermined

Linear – A leads to B, to C... Reality is complex, alignment of 
people’s behaviour

SPC – Six Sigma/KPIs Reality cannot be measured on 
a spreadsheet 

Management of variati on Management of variety

Evidence is tangible Evidence is intangible

Boundary of 
the process or 
organisati on 
being audited

Mechanisti c

Organic/reality
F igure 2. 
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Behaviour is managed to 
minimise conduct risks 

People are engaged to 
opti mise performance 

Process compliance takes place

Risks are reduced to minimise 
environmental impacts

Health & Safety risks are minimised 
to protect the business
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People are managed eff ecti vely

F igure 3: Audit of a people management process.
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Informati on – general35

F igure 4: Showing results against the clauses 
of standards.
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strengths, areas for improvement, and 
any instances of nonconformance. 

A crucial aspect of this process involves 
articulating the business implications 
of these fi ndings. It necessitates saying 
what, for instance, a nonconformance 
is and its business ramifi cations, 
rather than solely comparing against 
a standard or a document. Does it 
impact overheads, brand reputation, 
profi tability, employee engagement, 
and other relevant aspects?

The fear of change 
and the science stack
A signifi cant consideration in progressing 
lies in the response of registration bodies 
and the apprehension that organisations 
might risk noncompliance by altering 
their audit methodologies. 

Standards such as ISO 9001:2015 
stipulate that organisations must 
conduct audits to verify conformity 
with their internal requirements as well 
as those of the standard. Crucially, the 
standard does not prescribe specifi c 
audit techniques, leaving room for 
auditors to decide which techniques 
are most appropriate. Consequently, 
determining what is deemed right or 
wrong becomes subjective.

In the aforementioned example, the 
scores unequivocally demonstrate 
the attained level of e� ectiveness 
and conformity to the standard, 
thereby confi rming that the standard 
requirements have been met.

The International Accreditation 
Forum (IAF), the forum for managing 
accreditation services globally, is, 
I understand, looking for more enhanced 
auditing techniques, as are di� erent 
interest groups. However, what is 
needed is not di� erent ways of doing the 
same thing, but a shift in the underlying 
science that underpins management 
system theory and application, that 
drives us to think di� erently. 

This transformation can be 
implemented in third-party certifi cation 
and integrated into an accredited 
certifi cation process adhering to ISO 
17021:2015 Conformity assessment 
Requirements for bodies providing 
audit and certifi cation for management 
systems and supporting mandatory 
documents. Here, a system is employed 
to address behavioural aspects, allowing 

auditors to concentrate on onsite 
assessments and document reviews. This 
approach enhances the auditor’s ability 
to make well-informed certifi cation 
decisions without extending audit 
duration or infl ating costs for clients. 
Instead, it expands the sample size and 
delivers heightened business value.

The impact on 
auditor competence
Artifi cial intelligence (AI), digitisation 
and other technological advances are 
increasingly replacing many of the 
mechanistic elements of a management 
system and its processes. As a result, 
changes to audit processes have arrived 
and will only increase. 

What has been outlined in this 
article is not based on AI, but on an 
understanding of academic rigour 
that includes traditional auditing, 
exposing the gaps and outlining 
solutions to deliver improved auditing 
solutions to meet the challenges that 
we face as auditors.

To meet these challenges, auditor 
competence needs to evolve and include:

•  An understanding and application 
of the strengths and weaknesses of 

“The future of 
auditing stands at a 
crossroads, shaped 
by the dynamic 
demands of an 
ever-changing 
business landscape”
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di� erent audit techniques rather 
than applying the same techniques.

•  Focus on reporting risk to 
business outcomes desired by 
senior management to add more 
value from the organisation’s 
investment in internal and 
external auditing.

•  The ability to report emergent and 
active risks, and the consequences 
on the organisation of not 
managing these e� ectively.

•  The ability to analyse objective 
evidence within a risk model 
to reach conclusions and 
fi ndings, reporting levels of 

e� ectiveness against business 
performance and compliance to 
standards simultaneously.

•  Understand and apply 
characteristics of di� erent 
management systems, creating 
an audit plan appropriate to the 
scope and purpose of the process 
and organisation.

•  An appreciation of adaptive 
management systems and 
social sciences that drive behaviour.

•  Use of risk models and digitisation 
of the audit process to analyse 
evidence and deliver greater 
consistency within the audit process.

Future at a crossroads
The future of auditing stands at a 
crossroads, shaped by the dynamic 
demands of an ever-changing business 
landscape. The shortcomings of 
traditional auditing methodologies 
have been exposed, particularly in the 
face of complex, multi-dimensional 
supply chains that demand a deeper 
understanding of organisational 
behaviour and culture.

The limitations of existing auditing 
techniques in uncovering critical 
issues that go beyond mechanistic 
or closed environments have been 
underscored by some recent high-
profi le events. It is evident that a shift 
towards more comprehensive and 
forward-looking auditing is imperative. 
By integrating behavioural assessments 
into existing audit programmes, 
organisations can gain a deeper 
understanding of how behaviour 
infl uences risk, compliance, and 
business performance.

Furthermore, auditor competence 
and capability must evolve to 
meet the challenges posed by AI, 
digitisation, and other technological 
advances. Auditors need to focus on 
understanding and applying di� erent 
audit techniques, reporting risks to 
business outcomes desired by senior 
management, analysing objective 
evidence within a risk model, and 
appreciating the characteristics of 
di� erent types of management systems.

I conclude with a call for auditors 
to embrace a more holistic 
perspective, incorporating insights 
from social sciences and adaptive 
management systems. By doing so, 
auditors can navigate the evolving 
landscape, deliver improved audit 
solutions, and ultimately contribute 
to the broader goals of business 
performance, compliance, and 
sustainability in the future. 

Ian Rosam
CQP MCQI

Ian is co-founder of DeepFathom, a 
digital auditi ng platf orm. His experience lies 
in enterprise risk management, governance 
and compliance. 
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